H44 % B3 W MR
2012 4£3 H

R AN -
JOURNAL OF HARBIN INSTITUTE OF TECHNOLOGY

Vol. 44 No.3
Mar. 2012

FPGA [J AES &

iR Ak PR AR B T

. 1 — 1 22 ~ 3
sEA, MER, TR, A LH
(1 AR R {5 BRHA 5 TR#RE, 200237 |1, daidaidou@ 163. com;2. R 7715 B fi A M2 1), 310053 AT 5
3. R BN E PR BRI T %5 ,300041 Kidt)

W OE: N TRE AES WAEEZ ,RET AES ty 25 K& BT B AL Bt AR K& HAE AN MEM 3
BRAE BT RNENH, KB AABERTEREOEAR, RAR B A2 EEA ARLRKETANG
HMA, LI AES 2K & Bt LR 4 R K A & EPACE40F29C8 8y FPGA % i £ 4 AT AES Jn fif % 32
H O HEBEXE7.2 Chps. ZAMALKRY T NBEWRITERAERRAE LA IAHERL TERT

RS, RAERRARN IR T EINT BN KRR
KR AES; 20 K & ; W
FE 4K S: TN791 XERPRERD: A XERK

: 0367 —6234(2012)03 -0128 —04

Design of AES high-speed model on FPGA

HAN Jin—sheng] , LIN Jia—jun1 , YE Jian-wu’ , ZHOU VV(—:-n—jin3

(1. School of Information Science & Engineering, East China University Of Science And Technology, 200237 Shanghai,

China, daidaidou@ 163. com; 2. Eastern Communications Company Limited, 310053 Hangzhou, China;

3. Tianjin Municipal Government, International Economic Research, 300041 Tianjin, China)

Abstract; To improve the performance of AES on FPGA, an idea of fully pipeline is proposed. After analyzing

the needs of memory and logic elements deeply and finding out the factors restricting the efficiency of data

blocks, the high-speed operation of the pipeline node model with dual channel mold is found to implement the

AES full line. Experimental results show that the throughput of the AES encryption and decryption algorithm
on FPGA of EPACE40F29C8, can reach up to 7.2 Gbps. In the framework of fully pipeline, the idea of dual

channel mold makes all the pipeline data blocks in efficient working condition. System under the premise of

low-cost achieves a substantial improvement in performance.
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