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Randomly reconfigurable active shield circuit based on Galois ring oscillator
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Abstract; With the development of microelectronic technology, people pay more and more attention to the security
of integrated circuits. As the main resistance for chip anti-invasive attacks, the security of active shield ( AS) is
concerned with the information security of integrated circuits. In this study, a random reconstruction circuit based
on Galois ring oscillator was designed to improve the security level of AS. First, by inserting reconfigurable nodes
into AS, the connection relationship between channels of the AS could be changed randomly. The complexity of the
shield could be increased and the failure area could be reduced, which led to the effective resistance of the
rerouting attack. Then, a Galois-type true random number generator was designed by reusing the reconfigurable
nodes, which solved the problem that the state of the AS was consistent after each power-up and further improved
the security of the shield. An experiment was designed and conducted based on the eight-channel AS. Simulation
results show that the reconfigurable nodes in this study were only 4 395 pum’ using SMIC 0. 18 wm process
technology. The insertion of reconfigurable nodes only increased the power consumption by 0. 4% , and the
maximum failure area of the AS was 80% smaller. Random bit stream generated using true random number seeds
passed NIST SP800-22 tests. The design circuit has the advantages of small resources occupancy and low power
consumption, and it can be combined with a multi-channel AS to provide a higher level of security protection for the
chip.
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Fig. 1 Active shield
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Fig.2 Shield rerouting attack
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Fig.3 Active shield system
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Fig.4 Galois and Fibonacci ring oscillator
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Fig.6  Active shield true random number generator
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Tab. 1 True random number seeds in different noise environments
M 1 Sl IR RGP
1220 B419 10A5
1221 069E 91A3
1222 077C 0156
1223 0494 472C
1224 B281 C853
1225 28 A4 2012
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F14) 38 2o R A 1
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Tab.2 Random number NIST test results

3L H P1{H i85 2/ %
Frequency 0.612 501 100.0
BlockFrequency 0.597 517 95.7
CumulativeSums 0.472 218 100.0
Runs 0.421 609 98.8
LongestRun 0.378 559 98.8
Rank 0.522 985 98.8
FFT 0.380 165 98.8
OverlappingTemplate 0.460 297 100.0
NonOverlappingTemplate 0.739 918 99.0
Serial 0.489 693 97.1
LinearComplexity 0.562 121 98.8
ApproximateEntropy 0.393 601 100.0
Universal 0.344 330 98.6
RandomExcursions — 99.8
RandomExcursions Variant — 99.8

3.2 RETIERESH

HRHE RGeS B, (1 Verilog B {44 8 15 5 4 R
R R RS T A TR R BB, AL AMS T A
Fer AR A HE A IR A 5 07, 15 B R & B 1705
FLEE N 12 13 JiR.

B2 BRI RGNS 1 AN AW T, pFp 7
SR S, BRI C, | SRAEB ) B REHLECE R
FEfRE (S 5 en_sample B A5 #% MK T 45 seedl Fil
KEY {55, {4 LFSR 28k i ih Fh 1. SRAERT
i CLK_SAMPLE %5k TAE T — Bt [l J& o 1 2
Trivium BRI IR L3 7, 2 )5 KRR EP G 1], R

Gk NGRS C,. B 13 TR R R R G TAE
[ —AFhFREW €, B 13 H B 55 A F btk
JE A, T LA 06 (4 7 1 8 1 R AR R Xt S ke
EH RS R AT TR, s B LB
TRNG_OUT {55, JF3R43 T8 B BEHLEL RN F seedl,
£ F—A> CLK_COMP {55 /) I FHI 9 R 45 32 50 bt
W2 A Usr_out 55

¥R CLK_COMP

Y CLK_SAMPLE

e en_sanple
R+ TRNG_OUT
. Ifswout150)
. IVBO:1]

. KEVIBD:1]
KEV2BO:1]
KEV3BO:1]
. KEVaBD:1]

. seedl150)
12 EIEkMER
Fig. 12 Initial stage
= | N
D | |

...........

13 TEIRERPMFRENER

Fig. 13 Seed collection stage during work

TESE IS P st 2, 7 B R SR 45 A
BRI IR 3. Horp, Bt A -5 AR R
B AR 20% , 3 A GUH A Y 55 EREHLECR B
LR EE 2. 2% X R I B B AT R
IR TN B o L

R3 BRRFFHER

Tab.3 Module resource consumption

ki HTEBY pm’?
AP 8 651
EATKERGS 164 818
AT 4 395
b vy 521l 44 374
iy A 755
JATE 228 233
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Tab. 4 Comparison of circuit indicators before and after
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Tab.5 Comparison between this paper and other design indicators
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Fig. 14 Anti-physical attack active shield system layout
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