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Abstract; Addressing the limitations of LOF anomaly detection algorithm, such as with high time and space
complexity and insensitivity to cross anomalies and outliers around low-density clusters, this paper proposes
isolation-based data extracting LOF (iDELOF) anomaly detection algorithm, which puts the isolation-based K-
nearest-neighbor search space extraction (iKSSE) in front of LOF, to efficiently cut out a large amount of useless
and interfering data and obtain a more accurate search space. Based on this, the theoretical and four groups of
experimental analysis are completed, and in each group of experiments, iIDELOF is compared with many typical
algorithms such as LOF, iForest and iNNE. The results show that iDELOF improves the detection capabilities of
LOF by widening the gap between the local outlier factor of normal and abnormal points, and enhancing the ability
to identify cross anomalies and abnormal points around low-density clusters. Additionally, iDELOF has the same
obvious superiority as LOF in identifying axis-parallel anomalies. The data subset obtained by iDELOF through
iKSSE is significantly smaller than the original dataset and the data volume of most subsets is less than 1% of the
original dataset. Therefore, the time and space complexity of iDELOF is significantly reduced, and the larger the
amount of data in the original dataset, the more obvious the superiority is. When the amount of data is large
enough, the running time of iDELOF will be lower than that of the IF algorithm.
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iDETree( X,c,l)

Input : X-input data, c-current tree depth, [-depth limit
Output; an iDETree
1:.if c=[ or |X| <1 then
2. return exNode | data<—X , depth<—c}
3.else
4. let A be a list of attributes in X
5: randomly choose an attribute a € A
6: randomly choose a divide point b from min and
max value of attribute @ in X
X, «filter(X,a<b)
X «—filter(X,a>b)
Lefi<—iDETree( X, ,c +1,1)

9. return inNode
Right«—iDETree( X, ,c +1,1)

[ BN

10:end if
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%2 iDEForest(X,t,p)

Input : X-input data, ¢-number of trees, ¢-subsample size
Output:a group of iDETrees

iDEForest

2 :set depth limit [ = ceiling (log,¢)

3.for i=1:¢tdo

1 . Initialize

4. )?<—sample(X,g0)

5. iDEForest = iDEForest UiDETree( X ,0.,1)
6:end for

7 .return
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Wt MR o020 B Bl AR RE i R =S W), A
G B AR BRI 08 M 4 2R 2 18] ) BAA R Y WL
%34,

tDEForest

ik 3 DataExtraction(T,C,)

Input; 7-an iDETree, C,-depth threshold
Output : candidate_data from an iDETree
1.if T is an external node

2. if T.depth>C, then

3. return 7. data
4. endif
5.else

6. return combine ( DataExtraciion (T. lefi, C, ),
DataExtraction(T. right ,C,) )
7 .end if

#iX4 DataFilter(F,C,,N)

Input: F-an iDEForest, C,-depth threshold, N-filter
threshold

Output; KNN search_space

1:Initialize candidate_data, search_space

2.for Tin F do

3. candidate_data = candidate_data U DataExtraction
(1,¢,)

4 .end for

5 : (value , counts ) «—count ( condidate_data)

6:if counts=N then

7. search_space = search_space Uvalue
8.end if

9:return KNN search_space
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Fig.5 Depth contour plot of each datapoint in iDEForest
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Fig.6 Test datasets with different crossover ratios
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S 0.6f Tab.1 Experimental dataset information
=
= . SEH vs IR SH
£ oaf T S S
19 AR 11/ %
0.2+ ST4000DMO00 140 640 5 “1”7 vs “0” 0.417
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0 02 04 06 08 10 12 14 16 Oceupancy 8 143 5 €17 us “0” 27 000
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Fig. 10 Running time of each algorithm on different scale Waveform 4999 2 f07 vs M17.\"27 49.500
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Tab.2 Optimal parameters of each algorithm on different datasets
§ iDELOF LOF IF iNNE
A ETE S
! ¥ C, k N k t ¥ @
ST4000DM0O00 400 800 8 5 65 1 000 200 256 75
Skin 100 400 8 38 4900 230 256 23
Occupancy 50 400 5 3 35 6 800 120 256 22
Isolate 50 200 7 5 6 3240 150 256 23
Waveform 50 300 5 1 9 4 800 210 256 33
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ST4000 DM0O00 0.850 5 0.833 4 0.833 0 0.838 8
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Occupancy 0.979 7 0.977 9 0.900 0 0.880 3
Isolate 0.799 8 0.711 4 0.665 0 0.700 1
Waveform 0.743 0 0.693 0 0.5552 0.5533
F4 BEERISITHEIK iKSSE RENBHFEKX D
Tab.4 Running time of each algorithm and size of subsets extracted by iKSSE
Holi s AT IKSSE HE 9 T
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Skin 5.490 126.357 7.220 79.023 96(0.17% )
Occupancy 2.250 15.175 1.710 10. 040 83(1.02% )
Isolate 4.356 106. 683 4.224 69.410 10(0.16% )
Waveform 2.188 7.186 1.610 8.840 19(0.38% )
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