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Recovery method for group-dependent combat network in overload situation
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Abstract: Combat networks can accelerate the closure of the kill chain in a combat system-of-system and thus
multiply combat effectiveness, but they also face the threat of focused destruction. In order to effectively and
quickly recover and even improve the robustness of combat networks, the cascade failure modeling and robustness
recovery methods of combat networks are studied. Firstly, to address the bias in combat network modeling, a two-
layer heterogeneous group-dependent combat network model is constructed from real world. Then the conditional
group-dependent failure, non-connected failure and critical overload cascading failure processes are analyzed and
designed. Further, a network robustness index with operational significance is proposed. Considering the limitation
of timelines and recovery resources, a prior recovery based on capacity and importance ( PRCI) of boundary nodes
is proposed, taking into account the attribute features of the combat network. Finally, the effectiveness and
feasibility of the proposed method are validated through simulation experiments, which involve comparing and
adjusting model parameters using different approaches. The results show that the recovery performance of the PRCI
method is significantly better than other benchmark methods with fast onset and fewer iterations, enabling rapid and
effective restoration of combat network under same conditions. Additionally, it is also found that the recovery
performance of the method is proportional to the tolerance, capacity parameters, overload bearing coefficients and
recovery ratio, while inversely proportional to the load parameters. These findings further provide insights for the
structural optimization of combat networks.
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Fig. 1 Information flow diagram

FrLABR T DiRe A BRI SN | 1 # AH BARAT IR
U X 2%, A T AR A ) 8% - IR i) ) A A G
LTI AR LA B

1) VRSP 28715 0 R B35 BRI g, RIS 4 3
RO ME AL AP FEFE S A5 D AR AR
95 A FEEAE T S C DI REE AN

2) AT A B ) ST B 45 1 2 )RR B i) R o]
BRIy e P A 40 2 IO A 2% B B2 BR A, P AR 2

%,

T VR R BUZ S AR 45 58 SR

EX 3 ARHURRBUZ 5 BRI 2, i fE
BARZR I RE M A B RS KRN E, =
{EGW By ,%dﬁ,'ﬁ ﬂic AT Uiv ’ﬁ ED(”ic ,”,{v) =1
(BT T, S 7 O T IR By (v, vy) =1),
FEATS S ARATIAL BRI G, , W) =5 A J AL
JES BRI 4 ie

G= (GG Cy) (1)
VR I AR R
Se Scw

Sz[sw SW} )

.S XN TIRER, Sy FXT R PIEE , S o S ey
SRS VAR G 2R AR D00 24 2 T A 1 24 22 ) L
AT 28, O IO P 3 5 HE ARSI 4 )
S BN, P A T O R 45 XA R AR T
VR R 2R BUZ S SRS 265, DI RE T~ W0 A1, )
BT A AR

E BRSO 46 22 8] B 2 AT
R L E 22V E 2R = IS O P A
AR T 2N RO A 2 22 FR AR, PRIk LA
— R 22 RUZ St S5 2R AR A5 0 288 B A R A
DAL

SR YT REAR , 2 i TR B0 R AR A 1 4
R RN 2 foR

i
e g
H2 BRBNETE

Fig.2  Schematic diagram of group-dependent network
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Fig.3  Schematic diagram of conditional group-dependent failure
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Fig.6  Comparison of recovery performance among four methods with different topology
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Fig. 8 Comparison of recovery performance among four methods with different tolerance
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