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Defect detection for assembly codes based on static analysis

QIU Jing, SU Xiaohong, MA Peijun

(School of Computer Science and Technology, Harbin Institute of Technology,150001 Harbin, China)

Abstract; Aiming at the present situation that needs to develop a code review tool for assembly codes, this
paper studies the procedure of manual code reviews and proposes a method to detect defects in assembly codes
based on static analysis. After the control flow linearization, compiler patterns are used to solve indirect
jumps, and node cloning is used to recover the control flow of the delayed branch. In the construction of inter-
procedural control flow graph, the recursive function is in — lined by means of a call trace with limited depth.
The prototyping tool for ADSP SHARC assembly codes is realized finally. Experimental results show that the
tool can effectively detect defects in loops, registers, and memory accessing.
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ADSP SHARC A ATE—>45 4 Jal 101 N 58 7 3
AR B IFATHAE B4 2 5 (8 )5 2L M FR S 4y
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Iy, 8 & pn e @ v 2 ) X F IR AT AR
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JERAR R, FF 4 AT 25 1 A B AR PR i

WX FE 484 “n: IF EQ JUMP (PC, 2),
ELSE RO =1, DM(I0,M0) = RI;” P4k 4550
1 R,

x1 LHHEUER
A=) et A hiic

n IF EQ

n JUMP(PC, 2) T

n RO=1 F

n DM(10, MO) F
2.2 EHIRSH
2.2.1  [AMESHEBREL

)% Tk BE AL 5 A5 40 JUMP (Md, Te) X
BRI FEERS M b, o T 0k 2 1145 1k
Huhk, 3 F s JUMP (Md, Te) Bk HAx
R TSR 2. TR ST B B S

BRI N5 5 i 41, i LA Z2 801 00 T AU
A REBEEL B R A AR S RO

FLLCE DU, nTLURR B H ARG 46/ [ 2
HAC S N & A switch/case 25 #4 ) C Q% &
ANSI CHiiei did i i AR
M4 = R2;
4 =.SWITCH.O0;
112 =DM(M4,14) ;
JUMP(M13,112) (DB)

RO = M6;
NOP;
.P3612: RO =2;
_P36L7. JUMP(PC,_EXIT)(DB) ; RFRAME ; NOP;
_P3613. JUMP(PC,.P36L7) (DB) ;R0 =3;NOP;
_P3614. JUMP(PC,.P36L7) (DB) ;RO =4;NOP;
. SWITCH. 0.
. VAR =. P36L7;
VAR =. P3612;
. VAR =. P36L3;
. VAR =. P3614;

. SWITCH. 0. END;

2 EES U
XFFE 2 it JUMP (M13, 112) , Gn2R T diE
ZHEA TS, A4 F JUMP PM[ MI3 + DM[R2 +.
SWITCH.O0] ]. A A H,. SWITCH. 0 4124 F %4l
fOEEHE, R2 J2 k% (I JUMP (M13, 112) SZhripkdt
Hihik HAE . P36L7,. P3612,. P3613,. P36L4. X HLfH)
PO RIBOCHR 2 ] R U0 532, T2 A
FERFVRFE R 51 5 325 FRAE AR R 1 4 P25 AH
. ADI Visual DSP + +5. 0 $AEfCRS T .
14 = jump_table;// Bk 20 B
112 =DM(M4,14) ;
JUMP(M13,112) ;




2

B, A — Tl A AT I i U SR o G 7 32 -55-

SCHRL2 R A T R VI R BOR, T ZERE
TFRECE L, T35 a0 U e R A 14 42 o O ]
DR b e 5 s 52 A 20 A 4 ol O R KR I X T
P 2485, SCHR[ 2 ] e Jm AR RERS L Zh 53] 112 1Y
DIR AHJ2 T MI3 (R M, I8 R AR & &
B AL E . AR R U0 R O 12 RRIE UM 5 v 1
LN TBu YA
2.2.2 #ER/rF7 (Delayed Branch)
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1) Ed ER )y 3.

& 3 > DSP $447 RO =R2, RI1 = R3, )5
17 foo Ab4E 4.

JUMP foo(DB);

RO=R2;
R1=R3;

‘ RO=R2 ’—}‘ R1=R3 ’—F‘ JUMP foo
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2) FAIER 33

MV J7 i, R348 % op FEIRFEECN £,
Hon+ 158 n+ k#ZWFHATIES.

ER 1 1IF cond op (DB).

>4 cond AL, 0p FEIR & FMIPAT, 04T n +
L, =, n+k, $047 op 730 L HFRAESE S, -+ 24 cond
RIWSTH, , F 7 n +1, n +2, .

&5 2 1IF cond op (DB), op2.

4 cond BAZ I, op FEIR & FAERAT, op2 oL
ZIPAT, PATn + 1, -, n+k, 07 op 23S HBR

b8 A, -0 2 cond AN E AL B, AT R+ 1,
n+2,
&5 3 1IF cond op(DB), ELSE op2.

24 cond LI, op FEIR & FEAIIAT, op2 A
PAT, T 0 + 1, -, o+ k, 0T op 0 SCHARAE
184, -+ 2 cond ANBLLI AT op2, #1070 + 1,
n+2, -
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THOL 1 P IE R M R 48 2 a5 0F (K o+
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IF cond
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FEM R NOP, JUMP/CJUMP, IDLE/IDLE16 4
84
2.3 FREEHRE ICFG
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void inline ( Function f, Stack call_trace) |
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if (call_trace. count (f) = N//f WEIE N ¥R?
return

call_trace. push (f) ;

for(call_side cs: f) |

Function p’ = cs. target;

inline (p’, call_trace) ;

Function cloned = p’. clone( ) ;

BB cs BURTER AT )G 442 cloned. Entry;

R es MG AR ETIR R cloned. Exit;

}
THER S e %
call_trace. pop( ) ;

}

TEEEH BN BERT, HEFR call _ trace B A
DU R B, YIRS HERR 5 AR T I, An 2R ke B
JH:E@&IB%: /£ call _trace HH H BiaS N U/ﬁ\’,ﬁ\élﬁa
KPR TR 45 1 N B
2.4 BRSO

ARSAEIE T 3 Flglaa it 23 BT HOR - 23k G 1
T GEERAS AT AN AL R BRSOk
BAT gen, kill, use, def, UD &5 )& XWX
BRL4 ). AT s e vh e A A R v ik
(4, 208 53 BT AR DG 148 4. TEI SR B T fs
B, 803 IEAE A IRIVE T, A5 I RS AT
AR PIriE 154 B HIE f8 18 2 AT IR BR T
BRI B R GRS AR, B AR
IBIRAR S MRS T AE -

XF &7 RS, AT 13 1,3 R1 =R3
HR3 W RER W R L. WERAOGHHSE Sk (4 ] IN
FOUT, A IN[3] =1{1,2}, R UD£EH{2!}
JE25, BRI T AL BRI

RSP T CHRS ] o5 s, TR R K E (E
TR B STk (4 ] PRy IN, OUT 5 SCly MAY
IN, MAY OUT, 45 MUST_IN, MUST _OUT.

EX 1 MUST_IN [s] HHERRILs AN
AEME M ARG, MUST_ OUT [s] Jyi5 & REF K s
A E RS

MUST _OUT Hy 2 B4 ): s H= A e (i
MOEAEERE s AATRA#H s AL (HEE
SO) WY sE (A R B

MUST_OUT [s] = (MUST_IN [s] - kill [s] )U

gen [s].

WA 8 frzn ,MUST _IN [s] i 2 FR32H

1)MUST_OUT [p1] NMUST_OUT [p2];

2) pl, p2 W ARERN S — A2 B AT, IR 4
pl, p2 HREIK .

ES e
BT AR
MUST_ IN[s] = (

N

pepred(s)

MUST_ OUT[ p] ) U
@D(pred(s) ).
Hrp

g,if N def[p] = o;
w() = {7

s, otherwise.

AU, MUST _ OUT R385 SCHRS ] —
H(, /£ MUST _IN (93530 AR S 1 BRAS
IIHTEER def.

EX2 MUST UD[s] JyiEsliks 5l 4%
e HA R EEAES.

A UD BERTHR—FE, MUST _IN[s ] fhxfs 5l
FHS 5 1) 2 B RUHRAE MUST . UD .

X7 A, MUST IN[3 ] = {11,
MUST_UD[3] =g, #& R1 =R3 A Al fg 51 H AR 4]

AR F7- 2 R3.

3 L4k E AR 7 ik

ABUHNEERTRANKEH
HWRRAEE R G, T RRE R 1Y use
AR UD B Q2R o =S, %8
BB E. use [s] A8 v B9 UD 5§ = IN[s]
HXT v BE (SR

TS G 00 el 5 R 4 70 A 1) 45 R A
e 2R def[ s | pAF AL i ALEOUT s | I
Yl o 75 s PATIE i kill T

AN T RARHS A I B 50 IS v BT R RO
i Pt ICFG, SR Ja R 115 A 350 A 3 i 21 A 245
A IR UL A B4 S AT REAS SR AT. T )
BT HEBREL AT AE , IR AT RE 22 7 AR TR AR
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%2 GRS, 4. — Rl RS A B S A RS e s A 7 .57
3.2 AAEHA IF EQ JUMP /; IF EQ JUMP f
o . RTS; :
EX 3 XTI K g 5, R g 57 "ERO=1"
FE 1 %38 ) Exit A7 0] B AR, WIFR BL 45 55 FR R <EOF> Exit fRO=1

AR A AR AN TR A

AR H RO B TSR RERSEAE IS 0
RTS/RTI i 4%

1) JEFEER.

EX 4 Pl P R e — i 2
PR SR A  h B RS S.

MR S RS 1 Al b A
li] A

MEBT2 M E)S TS A HRA 1 A T
HEAE.

MER3  BRh 2O, ATFAEATTIN S SN ES AT
2] S NHABZS K.

EXS JEHRRIA LGS A — D H A T
TEERIMAAS A

EX 6 JEIAYH 45 A — e kAL T

(eI ANV e
EXT  BA D4 SRR FR S A
B9 45 1 A7 AE AL I 1 eR B ] 1. Tl v g
HIA M, 152 DL 1234034 J5
— NIRRT B8 AR I R A0 SR AT fiE
FEFy 5% 2 B I A 4 )5 900 3098 2 5 A Bk i
PR

‘ Exit ‘ ‘ 4:R1=2 ‘

9 BRMEAHRE

I SUIEI A 45 R bR 8 T A AR
H AL

R RBEIEE S A AE AR R, IR
H AR SCRT AT v A7 1 %3 1] Exit BYAT ] 1 B AR
P Exit B4 e 4k, B LA 3R 4 % SCal AT, Exit
A& TALEER, B Exit & TAEERMS s i i E
SERESCAT AL, 0 O S B I A S T S A
G583, S A& TR, SR BT A

HE PR, SEAREER ] 7 AR AN AR H A

2) BRACIEIRSNAIC RTS/RTL A AL,

XTI 10 A, f: RO =1 2 A AT H A
TESE PRI AT, AL PR AT f )G S Uk IAT G 2k
Hohik B 4 AT = A AN T F5UR R 45

10 RAREH =
IS AN AT IR MR I
LN
vt . eRES PRI RTAT AN TR R AR A H
check ( Function f) {
work_list. push (f. Exit) ;
while (1 work_list. empty( ) ) {
Node s = work_list. top( ) ;
for (Node p:s. predecessors) |
p. visited = true;

work_list. push (ps) ;

%

for( Node s ; Function. nodes) {
if (s. visited)
for (Node ss: s. successors)
if (! ss. visited)
report (ss, Error. DeadLoop) ;
}

f

SR 1PN Exit T BR300 DFS 36 [
BREL CFG. [&] v 2R 7 1) 1) 485 0 0 A Al R
F 228 KD T U [R) 5 AR 45 R LR JR AR 2
FLss SERARPLVIR], a0 FE M ss. 5 2 ORI
AN AT R L S B A N T ARG, B4 o A
ss, WA TETE TE# 1R R gk
3.3 fRINEKERPA

PRI OCHR FE 32 SR IG IR SC 5, ] — 45 &
1k, PLR SRS 3 45482 A RE N 73 3464 (JUMP,
CALL, RTS/RTI) , HHEUEH B 3 S48
Hit$as, 5 CURLCNTR #5419 T — 4545 2 ARk
42 IF NOT LCE 4.

TEIRACHEFE T 7l LA RIS AT, AN ] g A
SR AR

XL 2 AMEE PP, A

(P,. head > P,. head) A

(P,. head < P,.tail) =P, ,P, 555,

P,. tail = = P,. taileP, , P, [F—Hidik 2% |
3.4 FEIRSrZIARERBE

1) Al SUSAER 3 52

JEAEIRFE 4 JUMP CALL \RTS/RTI 7 HU45 1)
WP AN 2 PAT G B2 2 25984, T IAT 2 4%
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NOP. 0] LATERE 24 26 1F T 4 AR A8 38 45 4 005 iUAE
BAEA, LIS KEL 2 SIS iR 2.

2) #ER S AFFH JUMP CALL .RTS/RTI.

TR I3 ST, RGO TE UK L
e, 28 JUMP (19 J s ik 42 s g5t , M AT A
T Bk

3) 2 A IDLE.

PR AT 2] IDLE 22— B %4, HEA +
Wi . R ISRAE SE R 73 S ] ddle 454, 8
LA — HAL T A RS E A Pk & .
3.5 MTFHEXERME
3.5.1 DAG #4815

PAR 2 hds & A B ge 2 0 AT HR 27 AR
NR e

1) /47 DAG F A7 4x B N A7, 6 ] [A) — 4>
DAG [HI Ik, 454 25 B R I R0 sl JEOBT B
WRINE G| 7.

2) WIAAF N4 DAG %5 A7 4% , it I Al — 4>
DAG [a]#% T4k, 48 2 2N # DAG 2747 e i
WG| P47 A
3.5.2 A raRhy 2 AN AR

WRA 2 AR — R A7 A 0 B — A
WA EA:, A R I e S B 2 B R .

4 wBEHHERN

T HAEH Java 405 , 0] LLia 1T 7E 32 F Java 1)
Aol F & b SCER ¥R 58 JDK 1.7, Win 7 SP1
64 bit, Intel Core2 Q9300, 8 G RAM.

4.1 FEoHNK

ATOXF OpenSSL 1. 0. 0. e HHRFR N F-12,
DSPstone'”’ | bzip2 1.0.6, gzip 1.2. 4 J% libquantum
L 1O 64T 1 #2850 ik, wideds 4 ADI Visual
DSP + +5.0 H1 cc21k. exe, Ji3e 5508 FH-S %
TE G U, FA ol PRI 0 25 0 A D5 2R
22 R B BT a R RS .

18 2 TRl T DU H B A T A 7 B Yk S
Kb ROCR IE N B, A Ak 3 4527165 167 =
0.27% . [al4£Bk % h CASE 154 51 2 i ki % 4
FRBRRN, Bk T RAE SO AR T (B
oy T Bk JO AL PR ARG AT, O A B ] 4 Bk
AL TS R B
.P54L14 .

R4 =DM(11,14);

R2 =DM(10,14) ;

112 =R2;

R2 =16;16 = 17; JUMP (M13,112) (DB);

DM(17,M7) =R2; DM(17,M7) =PC;
JUMP(PC,. P54L16) ;
Py JUMP(MI3, 112 ) B S2 0 25 J0 36 1 5 Bk
Hiutik.
Fx2 BESWNKER

XM IRA% IR MR (EERKEE  FE/s
openssl crypto 100 438 1720 136 293(0)  663.9
DSPstone 12418 367 223 114(0) 6.5

bzip2 25925 1051 32 200(20) 33.0
libquantum 13 024 940 2 176(3) 5.0
wip 13362 676 59 127(4)  11.0

4.2 ERBAK TR

B I A T T ADT 2 W) E S 4
7RI 4 ADSP-21065L Audio Demos™® FI4< 3¢
TG0 5 Rk A AR A, T 5 2
Akl i, X BRI Audio Demos A6 45 2R 411
23 PR B TREITR, 2% 3 th B AT H
S 1 ASTITH SR, X 2T T4 5 1l 4 i H
A 0 3 [v] 18 A A AR 25 A7 2 00 46 A o,
T A ) 2 LA A5 TR T 46 A T A )
G3HT. R AR S EUE R IR =36/515 =
7.0% . i AL N T A A L, Rt
A SCBA TR IR

O 2R e BRATE B R B L N Bk B AR W B 4k
AP A BRI A2 SR BRI BB ALL T
SERE P P R E R RS

wait_ forever:

call wait_flagl ;

bit tgl ustatl 0x3F;

dm(IOSTAT) = ustatl ;

jump wait_forever;

RN P A7 4 Bk B AL WaveMusic Demo
H R 1 4b, 2 WaveMusic. asm H1 72 79 “R1 =
DM(I0, 1)7, 2 N Wi 4, Ak 10 i et &
AT IR L.

TERRAE R ERK R B TP 1) B R
JEAEER B 22 v DX HR A v 2 B U T B i 7 A
7, Ut L8 40 Digital Delay Effects H [
ADT&Slapback. asm 119 47 “B6 = w;” Fil F4F
i B6 HYMRAE S /5 IS HRME 15 2) 0 A B4
Hh BT 23S HEAT 0 AT 1), A 5 e T A R ) 1) 56
W AR DU AU B #E reset HR BT LB 4R 1L,
SRJE TC BRI 21 25 Ff 5 A — A v i T34
Wrle] o0 B, BT LA reset H W BL A4 4] 46 Ak 50 25 1

AR
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%3 Audio Demos EL&E# 45 B

AW RS

TiH TR ERRE RS SEPERR  JCHIR(E T b WNAFBREE  FT8C FERT/ms
Chorus Effects 0 12 1 3(2) 0 18 0 2027 662
DeTune Effects 0 15 1 9(8) 0 15 0 1981 635
Digital Delay Effects 0 11 1 2(1) 0 15 0 1 965 613

Digital Reverberation Effects 0 27 1 6(5) 0 25 0 2 061 1012

Reverb Building Blocks ToolKit 0 11 1 2(1) 0 14 0 1 816 617
Dynamic Range Control Effects 0 13 1 1 0 17 0 1917 615
Flanger 0 12 1 3(2) 0 21 0 2019 633
Guitar Distortion 0 17 1 3(2) 0 17 0 2232 657
Phaser Effect 0 14 1 5(4) 0 13 0 2 161 625
Pitch Shifter 0 9 1 1 0 8 0 1985 610
Rotating Speaker 0 15 1 3(2) 0 17 0 1 950 629
Tremolo 0 14 1 2(1) 0 17 0 1 893 636
Vibrato 0 12 1 3(2) 0 20 0 2003 640
WaveMusic Demo 0 10 1 8(5) 1 12 0 1 841 673
Digital Filters 0 11 1 5(1) 0 11 0 1787 615

5 %

1) g AR A4 i TR S 0 AT v, T Bk e
FIAER 73 2 (9 4k B ME 5. ASSCHE ADSP SHARC
3BT PSR 4 R 45 R OE D7 i T ) Bk A £
45 5 LR AL P AE IR SRy 3

2) SRR 3BT AR AT LS v AR S A A
R RE AR SO P R R A IO S B R 1407 %o 7328
VST B4 BR RS S P P 7 IR ] P B TR

3) 5 XIETHE MUST _ UD 466 48 B R
B IR AR . GE SO AR SR TR Bk
PR R A SEADE B K JC R [0 6 4 1) R AR X T
i HEIR 3 2L AT R SR R B 1 R S R R AT
Az

2% ik
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