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Privacy aware online mining of similar trajectories
ZHAOQ Jiashi, YANG Jing, ZHANG Jianpei

(Collage of Computer Science and Technology, Harbin Engineering University, 150001 Harbin, China)

Abstract; The problems of privacy preserving, trajectory data simplification and online processing attract
considerable efforts from researchers in the area of trajectory data mining, unfortunately, it is difficult for
traditional method to solve all these problems. This paper proposes an online similar trajectories mining method
which can preserve the privacy of original trajectory data. The method first compressed and perturbed the
original data based on random projection technique, then found the similar moving objects in each time
segment by clustering the transformed data based on density, and finally it found similar trajectories by
estimating that if the trajectories were similar for a long enough duration and estimated the similarity of
trajectories using local sensitivity hashing. This avoided the intersection operation in traditional method and
reduced the computation time. The experimental results show that this method can find similar trajectories
effectively and reduce the cost of computation time.

Key words: data mining; privacy preserving; similar pattern; trajectory data

AR BE A H 4 GPS JE I 55 A% 3 i 4%
(1938 1%, B B8 32 3 T R 1 G TE.
b AT R R AR U A2 i RO B TS 8 )
V21 I AR AR 242 i 2 e S B ] 1] B
PN AR B A% B R R T 202 L i s HAB (e B A
KM e A A A B A B AR RO A
FEAZ W28 25 5 T BAT B R A (EL H R, A7 5C

iR 2012-09-09.

ELWAB.: HXARFRFEEHEITHE (61370083,61073043,
61073041).

EERY: BFE A (1985—) , 4, -LAToe L
b #(1962—) ,Zr Bz, LA S
Ffitili (1956—) , 3, #4Z , 1+ 0.

BIE1EE . XF A, zhaojiashib09@ hrbeu.edu.cn.

WP EAR AT ()AL 1) Anfe) 52 B0 K5 O
(O PELRAR U S A 5 2) o3 oo e 44 e %
AL B HE AT RO FEHR 0 53) Wl 7E 4%
B 10 3 e A % 5 R A U Kl PR AP T R
RO AR TE A AR5 P 2 RE A [) B i Dl
X3 75 1 R A O vk AR SO T — B RS LR 4
Jihty X0 e RL B A 2 A7 i A AL B IR B4 O 9k
PSimTra( Privacy-aware Similar Trajectory ). 5G]
FHBEMLBCRZ AN Ik Bt 47 e 4o, SC BB
Kol i R4 N0 3l SR 5 8 i JE T R SR 2R T
5T RS 1] B A 52 SR AR A B Kt 4.
K H R 0 SO WA 75 ( Locality Sensitive Hashing,
LSH ) $OAR N 285 [ HE T PR PR AR I B



£ 102 - MR

bt

T

N

L
&3

x i 45 %

n2
F

IS AR SAZ I AR B B
1 F A X
% 0=10,,0,,,0,} ABIMIEHES,H

oo, WBEBING 4 T=1{1,,t,, 1, NEFEEE,
Hodr g, R B o X4 o TERFIRITEI R (¢, 2, ]
WHIBLIE R RN v, = {(p,t), (pauty),,
(pust ), Hrp, hy o, NZIFEEHRTG 0 HIHLHE.

AR 325 4 ) Ay . — S8 sl 0k 42 ) iR 55
Uity A 3R NI EHE | i 55 vifi BE 0 A& 0 — 1) ] B Y
R RAEREM B s G4, i 1 fiR,
10 > BB G0r BIAE ¢, 1, AT oy B 2007 B Y SR AE
RS, RIS 48 7 3% 252 1 — BE ] P4 1) 454
Rz 2 RERENBE NN LES, B 1
{01,02,04% \%05,06,07} [/J&{og,og,om% ﬁ’%ﬂﬂﬂ
FHALLELE.

@ @ ®©

@ @
06 o) | %Ry 6GOa2
BAC

(a) 1, (b) 1

1 FBEEIER A

(¢) t3

BERL DR )28 A 3% i P 7 8 6
Bl B Kk 4 TT{LH/JE&%ﬁ1ﬁjITWﬁE’F£iE/JﬁH
F AL R . B FA DR AP Y 5 B 47 A R T S 4
Byl 44 55 T Bl i i KO e 4 5 SR 4 IR 55
07, M55 77 T LA e 45 I 0 B0 64 42 9 T A
SN IZ RS R A0 TR 1.

DUl A IE T A R A A% i A Ad
PR B . AR e, e, ] Y AOBE %L
i tr = | (pist) s (pasty) sy (Pt | EZPUNARA]
A u’ =1 (g, ,(q2,12) 5+, (q,51,) | ,m
n, I HAE v BTSSR STE o J:i‘l‘%;%
SRARGEBT A, 45 S5 1 I [ 12 8] 475 B A5 LA
(553

TELR AL PRIE AR 75 ST R GE Ik 55 i 42 i 2]
AR LI 368 e AR A JE SRR S AN I B 1R
DXL BAZ Y 7 1 BB AL 5L Y BT F AL FE
IS DR R S AR DL 425 9l 5 120 s A2 LA
BARRYZES AR B0 725 b Ak BRI ST 0 3

2 EAAMNEEE

2.1 HinHIEER

LA ESCHE A FH P o R 36 26 IR 55 v 2 T EA T
e A RO R AR S B RS .

Bt Rt GPS 1525 3R HUA 7 B K i
WRRNAGEMAEF L, SIS o 1E L 2]
AL E N loc = (lat,lon,z) o, lat o 2058
XSG FRTENLE LR 5 lon AR th TTELS
ARV REARL P B o SR FH R B 2, 9 D S % D
TR B EAT 3 RATBOE 0 I A B 1ar T
£ lon 48 R A ARE « 11 y.

FH 7 ity R — 8 118 B [0 B o Al 55 it 6 — UK
AR IS VXA R &/ =) sWoara=ding il 5] ]
PR AR IR 5B, R I e B ok st i) (6] B 0 A5 45—
SE AT B A B i SO (] [R] B A — A 15 [
W Ty s Tomn = 1t stiar s oo sty L BB AL d
AT A5 E’Mﬁﬁ%ﬂf&, X d A R] A A
YR T AR Y P LR B (XL YL, T,
X = (x,05,,2,) Y = (41,02,7,54)-

S T fRAG RO A R AR B B , P e AR R
R I TR P ) B0 50 2 i %o LA T B AL AR

s I Af. BEAILBE Y e 4 2 8 4 5 A 2 ] v i i

SR EVRGE s A b AT 2 22 B A RR
EE%JEU%%T* AL, R4 T BEALRE S 5 45T L)
AL B 45 SRR B A A L A, B AR Y

S HEE AT DA AR A ] IS AR AR 48 R M G e Js
BT 5 10T s TG v A 0 B B | BE SR
SF AR R R R A ER

FRIEBAE R R N d g X R d x kY
BEMLBEZAERE R v LK X B2 8 | 4E23 ] ;. X, =
X-R,HAE < d, BN R B84 2R R
PRI B Bl G 22 B A R B, 45~ F P i 76 B3 Bif
AR PN ) P 40 5 B2 0 — A WAL 5 S B , TR I 3ok
PEAH A A ISF 04 (4 00 Ui 5 220 1 R 7ok A i B
BB . A DR 2B B 0 P — 3, R T
GPS B[] [ 25 J7 65 r A FH P i 28 47 1sF (1] ()
A R R RS (U, T)  Hh U=X R,V =
Y - R, T BOZ AR 000 G Bk 221, A5 (B4R P4
TR ESCH e At ) EL A S AR AN 1 .

BiE 1 PUbEUR Rk,

A BTG o MBI vy IR AR T,
K d; B2 480 k.

AR B AR P,

1) XHEEE o P17 8RR ik

x = mercator(lat) ;¥ = mercator(lon).



EERNE |

R, S — PR RARI B TE AR A LI 2 4 7 vk - 103 -

2) )4y B TaD A, A 7 0 A ) R (X
Y,T);

3) A BEHLIE S HE R R = generation(seed
d,k);

4) XA ] AR A A 2008 Sl A T B AL A
WM U=X-R;V=Y -R; P, =(U,V,T);

5) B s R R P, ik g5 IR 55 i,
2.2 HEMUBITEZR

T AZ RPN B AR S S e SO
e A B TR AR DL R R 1

BEP DTN E 0, .0, TERK R d [HEF[H]
A PN BRI, T A TR A [R) AR P 030 A A R
&

k k
dist(o, ,0,) = Z €7 _x,i)z + Z (y; _y,;,)Q =
= sl

IX=-X"1;+1Y-Y1;.
A BB B 53 A AR BLE D

% %
Pdist(olsoz) = JZ (ui _u,i>2 + Z (”i _U,i>2 =
i=1 i=1

[U=u 5+ [IV=-V]3.

P ML A3 52 1 S5 ) T ) 2 48 S P
TR TR AR AL E B T U B (6L, DR AR S 4 o
AEARLTE.

FZHRAAL I () 3 R 0 S PR 0 1) AR RS
B R AL B R AT AR R O
TIRAE; 2) TEL A I [ 0 [ PA AR A1 A L ( AE B
B TA] AR N — B AR L) SHHRAR RS sl 4.k
% HF hamming 5 5 (1) simhash /£ A X% 5 (1) LSH
PRI, K BITE AEARL 1 A% sl KT 52 e 555 380 A [R) 1) 0
H XA TR Gy ik h R AT I AL R B
BN T IR R .

EX1(RFRE)  ENEM T, N, —1
WEETHINENES 0,,, = 1o, 1 0, € O N\
dist(o;,0,) < r{ HHAIEFRIE, Hrp.dist(o,,
0,) FAETEWRE B X G AEIZ I A1 N A ARLEE 57
R RIEARI M E 1.

EX2(JmFRERG) BERERLE
SN ZIGH {elulD, Oset} , Horp . clulD R R
TR ID; Oset RIFFREPAE L IR
ID YHES.

EX 3(PUBEERG]) PBRERTE X
N 1OID, cluset | , Horfr: OID 4 F5 iR ¥ 3l % 42 1Y
1D ; cluset A F% 2l X G2 76 45 A I 6] A A 7Y S 38 Foir
FERIRISID MES.

AR A2 4 3k R AN B30 2 B 6 T i 2

Bk 1 A I TRIAR PN O B 88 P, Sk SRR
e AT HIIR R T RIS, R R T Rk
Kol AR R BIE r sS4 R TR AT
O FY IR B AR PN 38 B Dt 1 SR 28 T DLH Sy R it 15 31
B I TR A B SR 26 K R MBOR T {H o
IR ISH) e e A AE I J I AU AR A, AT LSH
KoL NI LB RIERT] R
P hamming B 25 17 RS B PLTE S

Bk 2 MUBUEZ R

BN AR R BRI P T 7 A
RIFLEEA WA o, 5 RAARRIE A EE 1.

i AR

1) SR AT B 1 2R 2R 7 ik A7 000 1R 1) Dt
TREBIWIGIE T REES [ clul .

// BT R ISR A { elu

2) RTRIE.

For each o, € clu

T o, H5EFRIEHL cen(clu) B E dist
(cen(clu), 0,);

If dist(cen(clu), 0;) > r Then

W o, ME— BRI R 255

R T REB B 1 REES
feluf;

3) T EREGI

For clu, ,clu; € {clu}

it &
dist(cen(clu,) ,cen(cly;) ) ;

If dist(cen(clu;) ,cen(clu;)) < r Then

B clu, Fclu; & 3F, IR E M {clut
B BT B IFREIA  clu 5

4) K.

For each HJ[E]4H T,

AN RV AR R AT R TR R
2,if BFEK/Nclul = o Then

B clu IMABRERELES | clu} ;

5) FAUBE R,

For each o, € {clu}

XL R ISHAT LSH K5

3 0 IBCH I i A PN 0 R AT 2R (%
o hamming FEES BECN | T, | - 1), FE
IMAFRLBIE LR
2.3 WEERESH

Bk 1 RTE M P st BB a4 A
AR A R R IEA TR I T R R
BN G R 52 2 B AR BB By d
RIEBGE AT 0(d) |, BV T 0(dk) ,

R TP SR

clu, \cluj



- 104 - MR

bt

=

L
&3

x i 45 %

n2
F

TR 2R O(d + dk).
SR 2 FERR S was AT, SR AR AL 42 4 Y A
T XS n DR PP B, T
BRI RIE 220 0(n?) B2 W)
G B RS B B AR AR SRS B B W 4
REW R ZLTE O(n). TS B 10 i 0] 42 2% i
R O(n+m?) ,m REFRENAE, Kb n o
P EE m® A I A B AL 3L T LSH 98
SRR BB IR (8] 2 O(nn,) , Horp
n, < n, FEATIIIEE 2 B RN B TR0 B 4R
JE4E R IR BE R k/d , R ER T 2 B Bl 1) 52 2
BERO(k(n* +m* + nn,)/d). WAL h:,—
M8 T REITHE IR IEE 0 (nl) (1R B A
PEAE I TR/ I3 —J7 T T 4E R 46 1155
AR R JER Y k/d.

3 LI 54T

SR AR SO PSimTra BYRCRFIA
RCHERAEAL ML RE. SC B e I T 5 AR SO ¥ AR
(1) BU F1 SC J5 i HEATRT 1L, 5 2246 H 192 BU Al
SC J5 i AT B RL R 3P T fiE.

SZI6 43 1) 358 B L S B E BB Microsoft Geolife
5N TGS ST, Geolife ZUHE L & — R
B A I T 0 I i i, B e A 2
2 BE RN AR R O T AR AR R S 480k
BN RYFETERE AR T M N TR S g
DataSet, 7~ Geolife ZU#j&4E , DataSet, . DataSet, %
NN TG R ARSI 550 Intel Core i7 403
5,8 GB NA#,1 TB fifif 64 {37 Microsoft Windows 7
PBRAERSE, ] 64 £ Matlab(2012a ) st

SIS SRR 1 R B R A T 3
45 J5 % SRR 5CHRE 18] 1) D R 8 1) P 4 . 2331
D3R e 00 5 ] 1) B R 43552 i i ) g B
B ANE TR R T R AR R 25 A 1B 2 B, A
XPIRZEREE k/d B3N RREAR, PR B 53 1
P AT LIAT RO AP I 06 003 B 40 1] f) 1 =X

R Er=
0.20
., 0.15
20.10
™
oo
<0.05
0
10 20 30 40 50
(k/d)/%

B2 AEk/dETHRZIGESHNENRE

PR 2, LR E e T 3 MO ER
BG4 b fia A7 it a]. 5256 o A FH BEDL I K
BB FE 40 R JEOR B 1/2( B0 k/d = 172). 1
B3 Fis, T80 e 46 DL Rkt b T3S R 4R AE,
PSimTra 7£ 3 NIAELHE 4R - (132 17 I [A] 22/ T
BU FlI SC 5k T BRI y X B0, vl
VI tH PSimTra ZEA R BRI T AR IL.

|

DataSet;

1000
PSimTra mBU mSC

100
1 . l
| . .

DataSet,

/s

DataSet,

B3 AREHBIEE NPT ELLE

SEREINI T AR B KOs 5 1 B o Xof i
IR AR, ARG DataSet, E7EAT, 40
4 Jr7R AL A 4R 1) B fEDBOR , SRS B B
AR IR S Gl | 75 2T LSH R
G XE R AR ) 15 2% 2 TR1H N AR Y
IBATI RN KA, BT BU J5 25 i85 g ALl
(' S N TR R = S RIEN 3 (S e
L] AR TR Bz A7 I ] A 520

1000

100

/s
[
>

10F

- PSimTra —A-BU #-SC

10 20 30 40 50
o
4 SE&X/NBEXHHIT R EFIF200

R T VAR e SRR R A5 B ake Y o R, S
BT AN R B 1 A 96 I [) B Bk ) T 3
T34 4 R v S B (0 AR UL e 7 ) e 49, S
R E4E DataSet, 47, 4n& 5 Ffizn, PSimTra
{4 YA 58 B N A1) [ (L 1 185 I w14, 3k 3] — 5
BEI T U T A8 2, PSimTra 5 /51 1] 35 14 1
FRART BU [ SC J5 ik, (H 2 TR A S {E 5/ N B 1E
LT T BU SC Ui,



R, S — PR RARI B TE AR A LI 2 4 7 vk - 105 -

W %/%

| =©=PSimTra =A-BU -2-SC
0 1 1 1 1 1
120 240 360 480 600

I i1 B /s
B 5 e S E XY A T R R R0

4 #

D) 3R T —FhBEAS CR 4 1T B3 B s A
APELAR NP A2 40 05 ¥ , %07 R AE P S it Ay
BE e, AR BEALEE R BOR TR 40 A 30 iR B
IR R R ek 4 T 55 . IR 55 i 1
FoRE R B RS S IR AR S 7 A ) I R v
ML A, FIUT LSH A PR 544 122 B N 18] P9 ) A1 AL
PUBEAREE W TR 5007 ik PR R R B
AISZARTHE IR BI7E Az IR AR UL A4 H 59,

2) SEHEE RN AR SO ik Al LA A 42 4l ik
AR I ) B THAACRR I BEA 80 K BUAR (.

2% Xk

(1] XRA, BRE R, FFLL, &, 25 B0 42 IR 0 50 3 e
[J]. IFEALAFIT S & ,2013,50(2) « 225-239.
[2] JEUNG H, YIU M L, JENSEN C S. Trajectory pattern

mining [ C ]//In Computing with Spatial Trajectories.
New York: Springer, 2011.143-177.

[3] TANG Luan, ZHENG Yu, YUAN Jing, et al. On
discovery of traveling companions from streaming
trajectories|[ C ]//Proceedings of the 28th International
Conference on Data Engineering (ICDE ). Washington,
DC: IEEE Press, 2012; 186-197.

[4] QI Guojun, AGGARWAL C C, HUANG T S. Online
community detection in social sensing| C]//Proceedings
of the sixth ACM international conference on Web search
and data mining. New York: ACM, 2013. 617-626.

[5] MUCKELL J, HWANG J H, LAWSON C T, et al.
Algorithms for compressing GPS trajectory data: an
empirical evaluation [ C ]//Proceedings of the 18th
SIGSPATIAL International Conference on Advances in
Geographic Information Systems. New York: ACM
Press, 2010:402-405.

[6] HAI P N, IENCO D, PONCELET P, et al. Mining
representative movement patterns through compression
[ C]//Advances in Knowledge Discovery and Data
Mining. Berlin: Springer, 2013 314-326.

[7] RIS, R 8, 55, B2 T RAEZ M B AA R
PGB EEE ZATSELT]. ALY S & R L2013,
50(3): 578-593.

[8] #hg, da/ N, BUREEFARIPBARBIFE[ )], TR L
#2,2011,34(10) ; 1820-1830.

[9] LIU Kun, KARGUPTA H, RYAN J. Random projection-
based multiplicative data perturbation for privacy
preserving distributed data mining[ J]. TEEE Transactions
on Knowledge and Data Engineering,2006,18(1) ; 92-106.

[ 10]ACHLIOPTAS D. Database-friendly random projections ;
Johnson-Lindenstrauss with binary coins[ J]. Journal of
Computer and System Sciences,2003,66(4) ;: 671-687.

[11]BAWA M, CONDIE T, GANESAN P. LSH forest: self-
tuning indexes for similarity search[ C]//Proceedings of
the 14th International Conference on World Wide Web.
New York:; ACM. Press, 2005; 651-660.

(miE 7k <o)



