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Cascading failure of command information system bi-layer coupled network model

CUI Qiong, LI Jianhua, WANG Peng, RAN Haodan

(Information and Navigation College, Air Force Engineering University,Xi’ an 710071, China)

Abstract; Aimed at the disadvantages of simple construction and attack mode in study of the Command Information
System ( CIS) cascading failure, a CIS bi-layer coupled network model is constructed. We analyze some
characteristics of CIS cascading failure by setting different attack modes based on it. Firstly, the model is
constructed by coupling communication network and function network of CIS architecture, and the node weightiness
parameter is proposed based on the multilayer network theory. Secondly, by setting three attack modes and defining
attack intensity, we analyze cascading failure mechanism of the bi-layer coupled network model. Lastly, simulation
results show that the bi-layer coupled network model can reflect characteristics of CIS network structure, and based
on this model, we can analyze cascading failure mechanism of CIS under conditions of setting different attack modes
and attack intensities.

Keywords: command information system; bi-layer coupled network; cascading failure; attack mode; attack
intensity
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Fig.1 CIS architecture
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Fig.2 CIS network structure
R (R B R G AR s AR SR R AR B AL m [H]
BF, KT 22 M Ak X S B 9k R RORUR:.
TEVR ARG R b, — O T AL a1 RS B AT o Ak
FEH A BEAT 77 (4T ) Ir N 155 B &R
G, fdE oy BT R AL, S BOE 1F P26 R N TR
KRR 53— 7 T, 340 ] 5 AR A T 4 B AR
ot Iz 55 4 SRk (PG ) T ABOR R RE,
FEINRETT RURRL, I K T RE M 48 2 N R SR
M THREE R RGZ MG R , Wy B AR 50K
SR Z A WD RET SR AL, TP RE Y MR A
A NSV S9i AN (g I US Li SI BA S i f = 23 2 2
PR fUH RS . A W) Bt Oy 1R R R R S
(SRR AN 3 s T8 HE(E B R GAE T, BBl s
AT R EERI A BN A T8 T, B Bol B2l
Wite , M2 &5 4t B 220 B”.
25 b R4 B R G B AE B A5 P 25 A D RE
I £ AR5 T B2 X 4%, 5 T AUZFR G I 45 A5
SIFTHE LT B RGP R BRI, A AR G 52
IR LS L. T S R (R B R A
SRR P8R AR IR T TR S B R AR
AR AHILI | ST F8 4R B R G R R ORI 23 BT
FEEAY.



. 102 - MoK O T

5 49 %

TB B (A)
o [H T A AT W R @ W A (5 B H - WA G —— AR X AR 2 R

3 ARBREARTHREGREENEZRHGTE

Fig.3 Sketch map of CIS network cascading failure under different attack modes
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Fig.4 Cascading failure of bi-layer coupled network
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