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A spammer detection method based on sentiment analysis
and quality control on comments
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Abstract; To avoid the poor effect of spammer detection in traditional methods based on content and user behavior
due to the increase of data and spammers’ updated strategy, a spammer detection method based on sentiment
analysis and quality control in microblog was proposed. In the method, the pre-processed comments in microblog
were quantified by sentiment analysis. Then in the process of quality control of microblog commentary, the
suspicious interval was detected according to different distribution between spammers and normal users for hotspot in
varying time. Then a model for spammer recognition was established by cluster analysis. The experimental results
showed that the method used the emotion score to make the emotion classification more accurately for the comment
text, and then adjusted the boundary value range and time threshold range to limit the anomaly detection level.
When the boundary value range increased, the anomaly detection range of the abnormal comment was increased,
the tolerance was reduced and the detection sensitivity was improved. When the time threshold was expanded, the
tolerance was improved and the detection sensitivity was reduced. Therefore, the appropriate choice of the boundary
value and time threshold can effectively improve the accuracy of anomaly recognition which is similar to the normal
commentary behavior.
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Tab.1 Examples ofemotional vocabulary ontology
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Fig.2 Microblog comments scoring flow chart
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Tab.3  Experiment results of the “tiger accident” and Hello,

Joan
TERAIE YA I FHE B EE e BRI
0.5 (31)176 (1)147
1.0 (31) 148 (1)97
1.5 (31)132 (1)31
(0.987 12) 2.0 (31)123 (1)61
2.007 02 =3 2.5 (31)91 (1)42
5.0 (30)56 (30)30
15.0 (30)11 (30)11
30.0 (30)11 (30)11
0.5 (202)1 154 (196)1 059
1.0 (35)742 (31)649
1.5 (31)444 (31)399
(1.996 87) 2.0 (31)264 (31)233
as1588 0710 2.5 (31)210 (31)187
5.0 (31)55 (31)37
15.0 (30)11 (30)11
30.0 (30)31 (30) 11
0.5 (92)1 683 (31)1 640
1.0 (92)947 (31)920
1.5 (42)793 (31)551
(3.4808 9) 2.0 (42)544 (31)523
696196 01 2.5 (42)444 (31)426
5.0 (39)119 (31)88
15.0 (30)11 (30)11
30.0 (30)11 (30)11
0.5 (210)1705  (31)1 685
1.0 (64)1 465 (31)1 445
1.5 (46)1 161 (31)1 144
(4.82373) 2.0 (38)1 049 (31)1 033
93536 0720 2.5 (36)846 (31)833
5.0 (32)326 (31)246
15.0 (30)54 (30)31
30.0 (30)11 (30)11
0.5 (979)1 898  (910)1 886
1.0 (172)1 472 (31)1412
1.5 (96)1 411 (31)1 352
(5.94644) 2.0 (49)1 154 (31)1 103
noerg 0% 2.5 (38)1 039 (31)990
5.0 (34)475 (31)446
15.0 (31)25 (31)12
30.0 (30)11 (30)11
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Tab.4  Comparison analysis of detection rate, RR value, and

SPIR value of Hello, Joan

A i) B (/D K/ % RR/% SRIR /%
0.5 14.3 67.4 67.4
1.0 15.2 76.3 76.6
1.5 22.9 80.8 80.8
2.0 24.2 84.5 84.8
2.5 25.9 87.2 87.2
5.0 48.8 94.9 94.9
15.0 97.5 98.9 98.9
30.0 98.7 99.2 99.2

®5 “ZREGANHENE RR B, SPIR {Ex1 L5347
Tab.5 Comparison analysis of detection rate, RR value and

SPIR value of the “tiger accident”

P [t (2 L d K2/ % RR/% SRIR/ %
0.5 79.3 92.4 92.4
1.0 83.3 98.0 98.0
1.5 83.3 98.7 98.7
2.0 83.3 99.0 99.0
2.5 83.3 99.1 99.1
5.0 99.1 99.2 99.1
15.0 99.2 99.2 99.2
30.0 99.3 99.3 99.3
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Fig.4 Overall performance analysis of the “tiger accident”
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