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Research on the application of deep auto-encoder network in intrusion detection
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Abstract; The network data in the current network environment is enormous, complex, and multidimensional ,
which is hugely different from the past. The traditional machine learning method needs to manually extract a large
number of features in the face of complex high-dimensional data, and the process is complex and computationally
intensive, which is not conducive to the current real-time and accuracy requirements of intrusion detection. Thus,
in order to reduce the data dimension and eliminate redundant information, an intrusion detection method based on
DAN-BP which combines deep auto-encoder network ( DAN) and BP algorithm is proposed. First, a DAN model
was constructed by overlaying several auto-encoder networks, and the network feature data was used as the input of
the model, which enables the model to intelligently extract the distribution rules of the network data layer by layer,
thereby obtaining a new low-dimensional feature data set. Then the low-dimensional data was classified and
identified by the BP algorithm. In this research, the regularization correction was added to the auto-encoder network
to prevent the trained auto-encoder network from directly copying the input information and influencing the training
effect. Moreover, noise was added to the input data, and the reconstruction error of the original data and the output
data was learned to achieve the purpose of denoising so that the learned new feature data is more robust. The
traditional dimensionality reduction method and the proposed intrusion detection method were compared in this
paper. Results show that the proposed method has better performance in classification accuracy, false alarm rate,
and detection rate.
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Fig. 11 Loss function curves
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Tab.5 Results of individual attack experiment

ARFER EREI/ A AREAR/ R MR % BRI/ %
back 1 900 100 95.60 1.12
guess_passwd 1 900 100 95.71 1.16
ipsweep 1 900 100 98.50 1.15
neptune 1900 100 99.42 1.05
smurf 1 900 100 95.57 1.10
portsweep 1 900 100 99.61 1.00
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Fig. 12 Accuracies of various types of attacks
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Tab.6 Description of attack combinations

. Attack
Bl
DOS Probe R2L U2R
1 T T T T
2 F T T T
3 F F T T
4 F F F T

EOL R RN v UG P R DR DI DI UG TS
IR Hoh T R Bl & P TR GE

PR, P TR A A R A ARG (Hi
Yo A E R — A b () M A TS5

H 230 25 SR AT, 2 H A I RN S R 2R
P, TE R0 S8 A U R A . YA 3 A
i, % Normal 257 F1 DOS T4 i 2 1 B A5 AR #4610
BOR. UL E 4 R AERT, X Normal 251 DOS 2574
1 Probe ZEHY 1Y B8 A8 BAT B4 1 A D Z4CR. i T
U2R F1 R2L 257 ¥y et (N R B AR 2, BT DL 330
YR , PR A 2 A 4G I 25 SR AR 5 Fh s s Al
A AERR RS IG. EVAOR Ui 26 S 55 25 S AR 2 T1%
G ARG I L
3.5 S;REHEIESH

T IR A A, DB S v B ATL 4l Hi
T 4 AR IEAT SEIR I UE , I8 SE 6 45 AL S )
R S S IRAT R B 2 ) T ikl A T T L. 4 4
Bl 2 7.

x7T 4 BABEHESER
Tab.7 Sampling results of the 4 groups of data
VRS 4
IE# SR ORE/A EW RE BE/%

D1 10280 9619 19 899 6 139 2 536 8 675

D2 11223 12410 23 633 6 856 2 709 9 565

D3 9302 11708 21 010 9352 2439 11791

D4 10 626 13 410 24 036 8 436 2138 10574
3.5.1  MERAER RAREAN A ST

WX 4 RS TR R (AC/ % ) R HRR
(FA/% ) WINZRIsa] (Tr/s ) AN [E] ( Te/s ) >
AL A RO, X 45 5 WLIE 13, DAN-BP 71
FEERR R 152 0 25 RS I B () (3N 2 B ) R 3 e
[i]) 75 TR 20 T e 5 i AR R 5k, Bk
XT HLAE A L3 8.

*8 LIHRxILL

Tab.8 Comparison of experimental results

R W #EdR DI D2 D3 D4
AC/%  94.5 92.8  95.1 95.6
FA/% 6.2 5.6 5.2 4.9
BPNN
Tr/s 27.43  28.11 27.79 28.56
Te/s 9.65 9.76 10.21 9.89
AC/%  96.2  95.3  95.9 96.6
FA/% 5.6 5.3 5.9 5.2
PCA-PSO-BPH!!
Tr/s 12.53  13.16  12.57  13.41
Te/s 571 5.32 4.73 5.75
AC/%  90.6  89.5  90.1 91.2
FA/% 9.6 8.2 8.9 8.6
PCA-ANN'®

Tr/s 16.73 17.06 16.89 17.21
Te/s 8.91 9.32 9.83 9.75
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%5
gk
Gy T FEHR DI D2 D3 D4
AC/%  95.4 940 95.8  96.4
FA/% 8.1 7.7 8.2 6.2
KPCA-SVM!'?)
Tr/s 11.25 12.02 11.47 12.39
Te/s 5.06 5.32  5.93 5.8
AC/% 97.1 95.6 97.4  97.2
i FA/% 2.3 1.5 1.74 1.52
RNN[ZO'
Tr/s 12.53  13.79 12.36  13.87
Te/s 5.11 5.47  5.96  5.98
AC/% 97.19 95.10 97.31  97.71
) FA/% 3.3 3.0 3.3 2.7
DBN[2!
Tr/s  11.69 11.56 11.79  12.37
Te/s 542 5.49  5.71 5.63
AC/% 97.58 97.15 97.63 98.16
FA/%  1.04 0.99 1.02  0.76
DAN-BP
Tr/s 3.05  3.21  2.41 2.87
Te/s .12 0.96 1.25  0.76
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Fig. 13 Comparison with existing methods
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Tab.9 Comparison of accuracy rate of each data type

S

WEMA#%/% Normal Dos Probe U2R R2L

KPCA-SVM AC 98.87 98.59 93.27 26.48 72.12
BPNN AC 96.23 97.52 91.56 23.21 64.11
PCA-PSO-BP AC 97.28 98.49 92.11 26.52 65.46
RNN AC 98.78 98.98 93.21 28.53 73.55
DBN AC 99.01 98.95 94.16 32.51 75.86
DAN-BP AC 99.51 99.26 96.35 61.11 82.73
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