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Dynamic feature fusion forensics network for deep image inpainting

REN Honghao', ZHU Xinshan'?, LU Junyan'

(1. School of Electrical and Information Engineering, Tianjin University, Tianjin 300072, China;
2. State Key Laboratory of Digital Publishing Technology, Beijing 100871, China)

Abstract: Deep learning-based image inpainting methods leave little trace information in the tampered image,
which makes forensics extremely difficult. There are few studies on inpainting forensics, and the localization of
tampered areas is inaccurate. Therefore, a dynamic feature fusion forensics network ( DF’Net) was proposed for
locating tampered areas that have undergone deep image inpainting operations. Firstly, the network expanded single
input to multi-inputs by exploiting different tamper trace enhancement methods including spatial rich model (SRM)
filtering, high-pass filtering of spatial domain, and high-pass filtering of frequency domain. Then, a dynamic
feature fusion module was proposed to extract effective inpainting trace features and conduct dynamic feature fusion.
Secondly, the network adopted the encoder — decoder architecture as basic framework, and a multi-scale feature
extraction module was added at the end of the encoder to obtain contextual information at different scales. Finally,
a spatially weighted channel attention module was designed for the skip connection between encoder and decoder,
so as to achieve a focused supplementation of the lost details. Experimental results show that DF*Net could locate
the tampered areas more accurately than existing methods on different datasets, and was robust against JPEG
compression and Gaussian noise.

Keywords : image inpainting forensics; deep neural network; deep inpainting; input expansion; dynamic feature
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Fig. 1  Architecture of the network

SRINT, 3 B — 1 38 iR R 30 1) T 1 AR M 27
2 BB B Z R AR R 2 250, 5 BOBGIE 9 2% 11
PEREAR 5 BRAR B X 3k — [a) R, AR SO % 48 B~
> 70 (g FE KSR HH SR ] 2 Tl RS 8 444 58 1) 7 3 T
AhER KA RGB ER Y R B 24 A, il K in
T 2 B IR R 1) R R

FR IR G S AF I 5E 1 5% B B4R e LA L5
ESRAEAE S X I TE i i o A T 3k 6 b 2 1 B
R HRMEBEARNES IS, A, RCB R4
B TR 8 2 IR . BeAh, S Tl
G Z BRI, FESE 56 IR T B AR sR s 2 R
BRI B 75, YRR SRM. I8 % | 4 [ 4ok 17 18
D I R gl e A 0 D0 3 R A b B PR A S AN T
(R -

1) SRM &% : SRM 1§ J FR AR i T 5 0 A9 2 S
PRI FE AR B Bl O 4% A S T B i A i
BA (A S A L T Z W E UfE R B AN B
20 2B S R B AT LA R R E RS [T LY
BRI . N 2 s, SR HSCHk[ 22 ] 3R HU 3 A4
SRM JE I A% AE G %, 1% 3 1A RGB KGR b 2]
3 I AR ARIEE 55 X, e RO o H A
W 3 550 SRy e i TR s PR 11 v R

2) 743 i) ok o 300 0 D < R A8 A2 ° 4 il B
TR NS, FAS RE A0 T 4 LG o [ T AS 5 %%
R s B R, R I AR IR R B
UG R S R AR 7 — e RE B Ak DR A 58 22 57

AU AR, Ak 3 R, R HISCHR [ 18 ] w kR 1k
R 3 A i SR RATE BB, K RGB IR
GEE) 3 @B TR ZEFHER X, e RO, Hop B8
BSEAE 2T

00 0 0 O -1 2 2 2 -1 00 0 00O
1 (Ol ) 1 2 6 8 -6 2 { 00 0 00
-0 2 4 2 Of —-2 8 -12 8 2| =01 -2 10
4 12 2

0-1 2 -1 0 2 6 8 -6 2 00 0 00

00 0 0 O =1 2 =2 2 -1 00 0 00O

E2 34 SRM &g
Fig.2 Three SRM filter kernels
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Fig.3 Initialized high-pass filter kernels
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Fig.5 Architecture of multi-scale feature extraction module
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Fig.9 Image samples of different inpainting regions
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Fig. 10 Qualitative comparison of different methods for CA
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F 1 RIR 2 R M5k i E X AR . LIA
DN B XIS R AS S ], T AU 3 245k X Ik
TR HE 2 10% i, AR SO $ 1 5 32 28 3 e s 119
98.99% ¥ F1 43%,98.01% i) IoU (£ 1 5511 51)) L)
L 99.39% i) TPR(ZR 2 55 11 811) o BAR B BLek
DRI TR /1, 285 Y U P BRI A T 5, (AT
e XS AR o 1% B 23 IS T 96.55% |
93.38% (F 1559 51) 1 98.87% (£ 2 55 9 41) Iy
RLAFAESR o PERE T PG SR A AT RE B/ N B A
SEUE AR AERHEAR B2 R, B e i 05 i 6
FPR 4 bt 0 7 3 AA 9 200, B R {E 9 0. 16%

(F25 1 5)), al WaRERN/N, IF HE A 2
R C TR AN O WAN | 3 = G i 71 1 W S A8
2 XA I R, A TR AR AR 2 T 2RI ZE R
oAt by S 2 A AR LA e AR A B, {H2 AR
PRI BBOERES FREEZ . LU oU f845 R
1), Jr 5 4 7 146 900 K A& AR K 4 b r &
DeepLabv3 + 17 2" 23 5l &5 1 19. 82% (15. 12%
M126.29% (£ 15512 51)) o BAKUL, X T4 FIE
DRFNTE AR A B Bk DX IR, AR SCO7 78 & T 4 b vh ER Ak
57 BB AR T HAXT 7 22 A 4

Fz1 §3 CARREFAEH F1 70 IoU b

Tab.1 Comparison of F1 and IoU of different methods for CA %
B gy st 5% B AHNTE R -
1 5 10 1 5 10 1 5 10
St F1 77.79 92.09 94.52 73.87 90. 89 93.60 75.03 87.95 90.77 86.28
- ToU 67.34 85.60 89. 64 63.40 83.68 88.05 63.99 79.15 83.83 78.30
Deeplab3 + F1 80. 66 96.37 97.71 79.34 95.03 96. 54 79.94 88.72 92.30 89.62
IoU 70.43 93.08 95.61 68.97 90.63 93.57 68.80 80.17 85.75 83.00
Syl F1 55.30 91.15 94.46 56.08 90.02 92.78 61.09 86.09 90.37 79.71
ToU 46. 16 84.26 89. 64 46.32 82.74 87.05 50.18 76.85 83.20 71.83
DF* Net F1 98.85 99.49 99.74 99.39 99.77 99.81 96.55 98.70 98.99 99.03
ToU 97.74 99.02 99.49 98. 81 99.55 99.63 93.38 97.43 98. 01 98.12
T« e A LR H
#2 $txt CA RETTEM TPR 70 FPR LbE
Tab.2  Comparison of TPR and FPR of different methods for CA %
B sk [ fichi2 AHLIIE AR sk
1 5 10 1 5 10 1 5 10
Szl TPR 84.52 97.39 98. 85 81.19 95.85 97.88 80.12 94.05 96.45 91.81
FPR 0.22 0.71 1.16 0.26 0.78 1.26 0.23 0.99 1.67 0.81
Deeplabn3 + TPR 84.96 97.34 98.01 81.58 95.82 96. 86 83.22 91.49 92.30 91.63
FPR 0.22 0.24 0.29 0.20 0.31 0.40 0.22 0.74 1.26 0.43
S TPR 50.51 93.66 97.56 52.53 92.40 94.78 57.08 87.89 93.39 79.98
FPR 0.07 0.62 1.02 0.14 0.63 0.99 0.12 0.75 1.37 0.63
DE Net TPR 99.37 99.75 99.85 99.54 99.74 99.77 98.87 99.34 99.39 99.40
FPR 0.02 0.04 0.04 0.01 0.02 0.02 0.05 0.10 0.16 0.05

Vo P AL

FEINEEFR A2, X T BOUEME BE B KA /RS
BRI, e th 7 AR T X O SR B R
IR H . LA ToU $8 45 R ], A< SCT7 1 X6 T e IX 45
AR 7 EEA 1% 09 [RE HE R RS B0 0 AE AR 88 A1
J7 25T 27, 31% 29. 84% 11 24.58% (F 1 45 3.
6.9 51) , ULBH BT 48 1 7 1 R B A M 0 R HERE AR
BEAb AR A5 TS bR 9 BT 45 3 s, % T [BE FE

B DA A A8 JBUUE PR E 6 T, L2 X 1 KLU 5L
A DX IR A B HCUE P BB DIE T AN R U L e XS AR
1T FE SR PR A AN DU DX I8 320 S 2001 1 B B R
M FRFIFER AR 2 R B 24019 5 B R B o
3.4 sxtEMEREE T ROBUEERE N
AR — 2 A BRI AR I T e Hh T ik
TN 73 SN AR IR B 52 77 %8 GLC Al PEN (Y HGIE
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e, SCIRLE IR WL 3 Mk 4, MR THREREBRE T
% CA LRYSEgegs A SO %1 GLC (1 ik4h
SRS, TR PEN £ T0014: GRS br ) 2 35 A
B RBER . LA ToU $8 45 R 9], 7618 52 7 CA [GLC
F1PEN |43 5555 98. 12% .99. 21% F1 84.23% .,
3 2 T EUIIE I 48 X6 AN [RS8 H A T ) B el IXC 3
BB AT 22 57 0 o (HUE: , TN X AR & 7 ik,
JIrHR 7 X T FPRF1 23 850F0 ToU 8 bRk gty
WY A0 T HA XS L 722 [Rli), FPR LR K55 5K
7K &5 Lk, X AN R I ER BB 5 i, AR SC
T O HART FeJ7 58, 38 304 A0l 5 10 JBUIEAG:
MERE
%3 3t GLC RRAFRMELEILE

Tab.3  Performance comparison of different methods for GLC %

NSNS TPR FPR Fl ToU
Vi 98.96 0.74 91.37 84.38
Deeplabv3 + 98. 04 0.18 96.64  93.67
G EARE 94.23 0.08 95.92  92.42
DF> Net 99.80 0.02 99.60  99.21

e SR AR

#4534 PEN RRE7RMMERELLE
Tab.4  Performance comparison of different methods for PEN %

HGIE 7 % TPR FPR F1 ToU
ok 91.52 1.07 82.56  72.83
Deeplabv3 + 92.18 0.46 89.33  82.75
Jy 18] 71.52 0.29 75.12  66.61
DF? Net 95.98 0.54 90.86  84.23

TE - LR LR R

3.5 HEESHEELHBUEMERENIR

R T R 2 D 2 B TR A T 2 R L Y R
WEPERE , 45 C#F CELEBA'™) _DTD" I ImageNet "’
BRI FBEPLA&EEL T 900 sk &%, Ik PEN &4
TrABIEESL T 3 ANIHASE . R 5 B A
Place2 Zdia e Ity iR MR 25 SR . AT LLE
AR TR HRUAE Place2 U 22 b U 19 dRe A 1 52
g R, S WHEARER T 7E DTD 848 A /MgEE T
RSN, e LA B b EAARAR SRR B R =
PEREK T o 3 TE B T XA [R) 4 AR 00 2, A SC
P& 0 Y P28 ATH SR B AR A O BGIEYE E

#5 53t PEN ERRIARERNIL L R

3.6 EEMEM

JPEG UG 46 1E Ry fie & UL i) R A 3845 4 =2
— BT . S, RPARE CA 15 3 5 4G B A
Ay SIHEAT FE4E 724 95 .85 F1 75 14 JPEG JE45., A
F] 7 28 S SC A B 2R 07 AR KE— 20, ¥ I 2k dr
V18 Do) 245 A 70 B ok X T R 7 LA /N T 5% 1) LS
MR RIS R DL 11, AT RIS 2, 5 He
A5 PR TR B 7 SR A G A R R T 1 Mg
K. JPEG Heii Rl s/ MU R T 2 s 5 B
BREREER , AR FEUIGIEERER N R (EJE, BTl
T AR R 40 B G W1 i T Hofh o %2
UEBA L BT AR BT JPEG FR4i Mg

100
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Fig. 11 IoU for CA with different JPEG quality factor

SR RS A Sy — P S BRI E (R A DL Ak B
EAE W BN T RUBGIE T SRR . 7E JPEG i
A5 TR 75 B ZAE T HEA TN, i A P A
MR L) S 50,40 dB 30 dB Y i i
M P AR IR R o 3R 6 S B IV b Y
ATV PO 2 ASE Y g A 2R o T U Y, B {5 T
FERS /N BV 0 B 22 g e, i 488 1 7 5219 ToU 4
FRTESNME 50 40 dB M BEAS PR A AL B 2 A7 Wt L
Th, e 30 dB A RIE R A /MR RE A R %, HoAl
Jr FRH AR [FIEF, DF® Net () BCUE B R 2¢
W RO T HAXT 7 580 25 Bk, uEW] B e i Oy
TERA R A BT S B A RE T .

R6 3t CA ELRERS T8 IoU 517

Tab.5 Results for PEN on different datasets % Tab.6 1IoU for CA with different noise
el TPR FPR Fl1 ToU Rsx/dB [V /9 Deeplabvd +/% %1 /% DF*Net/%
Place2 95.98 0.54 90.86  84.23 61.57 62.88 52.41 68. 56
CELEBA 94.76 0.55 89.75  82.79 50 61.76 62.90 51.42 68.57
DTD 87,89 0.61 83.96  76.29 40 61.81 62.96 51.73 68.48
TmageNet 95.55 0.54  90.37  83.68 30 56.58 61.35 5012 64.85
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3.7 EBAIRIE

AR SCEETE T Q0T T 2 9 i ST o i 4 LD AR A A
AL A RSO AT B — 2 S B R AR AR S
SERE LSRR (full model, FM) F 735 %k RGB {5
B (removing RGB information, RR ), SRM & i
(removing SRM filtering, RS) | 25 [6] 3 /5 1@ U %
( removing high-pass filtering of spatial domain,
RHPS) ¥ 48 /5 18 J& Jf ( removing high-pass filtering
of frequency domain, RHPF) L} K | FH 338 & FRA 0
sh&FFH ( convolution instead of dynamic convolution
CIDC) , R7 WIEBE 7% CA 433 FL 2040
ToU Z55 , MHEL T 52 B M 45 FM, [ DFF g Efa
— AL 8 R e s SR, i D S
B F1F ToU R [RI AR BE 09 R R o Horh R R W] i 1)
J2 2% BB 3 DB I 1 R 2% RHPF, F1 Al ToU 45 45
SRR T 1. 71% F13.22% . XM, 1 R £
o N RN Zh SRR Rl 45 AR, A [+ B R i L A
R ST 4 T R A, 4 BB B A O 1B SRR
IR, T RS2 TH T BGIEPERE

RT HBMRIW($X CA): AHERERAT—
Tab.7 Ablation experiments( CA ) :component validity study I %

2N FM RR RS RHPS RHPF DIDC

F1 99.03 98.50 98.55 98.79 97.32 98.81
IoU  98.12 97.10 97.18 97.66 94.90 97.69

TSR BCE R U A DEF (17 [ 25 5 £l
( model with DFF, MD) #7F DFF f1 MFE [ %) 2§ 451
%1 ( model with DFF and MFE, MDM ) #3574 DFF #l
I SWCA By ER % 422 1Y I 2545 AL ( model with DFF
and skip connection introduced SWCA, MDS), 3 8
RHEXHER J7 %8 CA MIBGIEZS S, M3 T MD,
FIA MFE (%] MDM FHIHE i B T SWCA 1y Bk ER
HEHERY MDS 7 ToU F1 F1 38054 36 A8 [F R B2 1 ek
b, ZR A T & 1 58 R AR N A7 3 B ORI 4R T
Pl ToU S 5], MDM  MDS F1 FM % MD 4351 #& F T
0.52% 2.17% #12.74% . [Ht,MFE 15| A SWCA #9
Bk IR T T R 6% A7 AR THIBUUE W 265 (1) 1 BE

*8 HELSLIR (3T CA): AHBEREHTZ
Tab.8 Ablation experiments( CA) :component validity study II %

Eis7n MD MDM MDS FM
F1 97.57 97.89 98.71 99.03
loU 95.38 95.90 97.55 98.12
4 % %

ASCER T —Fh LT B SRR S R TR B
HUIE %% DF® Net., 32 I 4% £ X T 3 16 52 33 4 119 24

TCRRIEY RS A , R DFF {45 Z2 R0 A7 2010 I8 8
FRIEAS LA 70 0 b AR B A o e, Sy i — 25 4 T
TEPERE , bt g 8 MFE LUSE & 3B E R 3¢
ZE RS AL T SWCA (1 Bk 8R4 4 L 52 90 41
TG B ME XA e, LI AE R R, ARSI Y
WGIE 45 X5F L BAT 7 2 Y BUAS Be ARe vk  T) s o
JPEG F 47 Fl 75 i B Bom i & 1k .
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