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Abstract: To evaluate the dynamic risks of industrial cyber-physical saystems (ICPS) under cyber attacks, this
study investigates a Markov-improved evolutionary game model. Based on the vulnerability nodes within the ICPS,
a system attack-defense state transition diagram from the information domain to the physical domain is designed,
providing a foundation for the Markov-improved evolutionary game analysis. First, in the single-stage attack-defense
process, an evolutionary game model incorporating a parameter mechanism is studied to determine the payoffs of
attack and defense entities with varying degrees of rationality and exploration after the game. Second, in the multi-
stage attack-defense process, based on the single-stage attack-defense game model, transition probabilities and
discount factors are introduced. The attack payoffs of different vulnerability nodes are calculated according to the
attack-defense state transition diagram, enabling dynamic deduction of multi-stage attack-defense confrontations.
Finally, the dynamic risks of ICPS are assessed based on the magnitude of attack payoffs. This study conducts
numerical experiments and simulations of an industrial cyber-physical system model, using a boiling water power
plant as the simulation object. The Markov-improved evolutionary game evaluation method is simulated using
Matlab, and the dynamic risks of ICPS are evaluated based on the attack payoffs. The results demonstrate that the
proposed model emphasizes the differences between the attack and defense sides, reasonably calculates the attacker’ s
payoffs in ICPS based on the varying levels of rationality and exploration of both parties. This provides a theoretical
foundation for the dynamic risk assessment of ICPS under cyber attacks and offers significant reference value for
enhancing the security of industrial cyber-physical systems.

Keywords : industrial cyber-physical systems (ICPS); evolutionary games; Markov decisions; attack benefits;
system evaluation
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- 86 - S NS D A N - ¢

557 %

SVEAL TCPS 1 Bl 25 XURSE , A SCEE ST BT 1 2R
B ZBEAL T 3 L 1) BRI RE S
FA U AR e 5 AR B 3803 4 BRI I 19 s 26 7
S IITAT o A S Bk 52 ) BRI B T ALt
FRREHRL BT T M B AU He TR R SRR R
P AL 2% 53 ) Markov A Tt i 25 i B 7E
SR H BB B B RO I35 B 3R L 254 Markov Ht
W AR RGN 1 S B IR e I
T ZE TP 1CPS B .
1.2 EHEFE

1E 1CPS Ak Rt F b, OB AU REAE — 22 B
[i) PAY 38 Ao (57 A ] 178 5 s 58]k i AP g AR H
SRR MR A AR 25 B R BB XU 128 H AR R
WA 47 S5 T O TR IR . A LCPS v, ek B
AT N30 5 T X R G SRR [R) A i 1 2 B Bt

Ty , Bk 300 T B AE 2 £ L B 0l o R AT BR,
it MR TR 57 WAL i X 451 SR 114 8 6 ABE 3 A8 T
B HFBRESE TRE,

Tk A sl 49 i 2 18] ) Dl e e A w23
L B Z B B A TSR TR DL . £ SR B
PETgE b i Mt — A T i 5 50 5 B AR IR
Ao BRI, VOl 8 7 A 200l T A FeIRES it 2
eieg £ 3L g vy RO R e N & Sy e 17
T HRFR Wl B 2 ity 2 Brs A i ge . e
il 3 L, Bk 2 Ry o e A T g R
FRERE . — BREREGAT i, Bl & 2 LI
[l AR B 2 T — VRS RS AL IR 5 | X it
PR RFEEEAT , IR B B BER AL I 28, it
I R G Ak T AW - A —B T A 1 3 A
W 2,

B2 ZHEENEFITRE

Fig.2  Multi-stage evolutionary game process
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under different initial probabilities
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under different rationality levels of defenders
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Tab.4  State transition probability table between stages
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Tab.5 BWPP common vulnerability information table
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Fig. 9 Dynamic changs in pressure after BWPP physical

components are attacked
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Tab.6  Physical benefit loss of the system under different attacks

%%%S‘Cﬁk [ 23 J EF' X‘—J- Apr()ﬁt \Acost \Dprofil \Dcost B(JKHE
SO B55 B SRmS E A5 B, AR 2 it X

o ZET RS TN S —1 /. N VL] o N
Xt 4 S5 1, BEEBUR B, J7 2 BX R 4 ORI B AR YR ILIRTR (5 8, 3
Sel 1 000.0 21.47 =t =] e N 2y S N 2.
- oo . BN 1 A0 2 i 2 R, 2 B
- o o I, 04 7, ol Bt e 48 2
Vi 1 000.0 16.28 A A 1 30T 531 3 7R Tk 25 00 P ) 2 o
V2 378.5 33.71 TG I AL R F 28 B A7 7050 2 7 B3 A 2 10 4% B A
V3 590.3 43.13 }uz:lzjj,fﬁ]:ﬁzjrﬁﬁo
RT AEIRIRTY TR W 8 5 B
Tab.7  Quantification matrix of attack and defense benefits for different vulnerability nodes
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Tab.8 Equilibrium strategy benefits
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